
SECURITY BREACH NOTIFICATION FORM 
Delaware Department of Justice 
Consumer Protection Unit 
820 N. French Street 
Wilmington, DE 19801 
security.breach.notification@state.de.us

Type of Report 

" Initial Breach Report 
" Addendum to Previous Report 

Entity That Owns or Licenses the Computerized Data Whose Security Was Breached 

Name:  

Street Address:  

City:  State:  ZIP Code:  

Submitted By 

Name:  Title:  

Firm (if different):  

Street Address:  

City:  State:  ZIP Code:  

Telephone:  Email:  

Relationship to Entity That Was Breached:  

Type of Organization 

# Charitable/Non-Profit # Educational # Financial Services 

# Government – Delaware # Government – Outside Delaware # Healthcare 

# Insurance # Retail/Merchant # Utility 

# Other (please describe): _______________________________________________________________________________

Type of Personal Information Involved in the Security Breach 

Delaware resident’s first name or first initial and last name, in combination with 1 or more of the following (mark all that apply): 

# Social Security number # Driver’s license number 

# Federal identification card number # Passport number 

# Individual taxpayer ID number # Biometric data 

# Deoxyribonucleic (DNA) profile # Medical history 

# Medical treatment by a healthcare professional # Diagnosis of mental/physical condition by healthcare professional

# Health insurance policy number, subscriber ID number, or any other unique identifier used by health insurer to identify person 

# Account number, credit card account number, or debit card number, in combination with any required security code, access 
code, or password that would permit access to a financial account 

# Username or email address, in combination with password or security question and answer to access online account 

Number of Persons Affected Dates 

Delaware Residents Only   Breach(es) Occurred (include start/end dates if known)  

Total (including Delaware)   Breach(es) Discovered  

   Consumers Notified  

Form of Notice to Affected Persons*

# Written # Telephonic Was Notification Delayed Because of Law Enforcement Request?

# Electronic # Substitute Notice " Yes " No 

         * Please attach a sample of the notice 

Wawa, Inc.

260 West Baltimore Pike

Wawa PA 19063

Gregory T. Parks Partner

Morgan, Lewis & Bockius LLP

1701 Market Street

Philadelphia PA 19103

215-963-5170 gregory.parks@morganlewis.com

Outside Counsel

Unknown

Unknown

Starting different dates after 3/4/2019 and ending on 12/12/20

12/10/2019

12/19/2019



Type of Security Breach (mark all that apply) 

# Loss or theft of device or media # Internal system breach # Insider wrongdoing 

# External breach (hacking, malware, etc.) # Payment card fraud # Inadvertent disclosure 

# Improper disposal # Other (please describe): __________________________________________ 

Was Information Encrypted? Was Encryption Key Acquired? 

" Yes " No " Yes " No " N/A 

Brief Description of the Security Breach 

Location of Breached Information 

# Desktop computer # Portable/Laptop computer # Smartphone 

# Network server # Cloud-Based Server # Email 

# Other (please describe): _______________________________________________________________________________ 

Actions Taken in Response to the Security Breach (mark all that apply) 

# Added/strengthened data encryption # Changed password/strengthened password requirements 

# Created/updated formal written information security plan # Implemented new technical safeguards 

# Improved physical security # Revised policies and procedures 

# Sanctioned workforce members involved (incl. termination) # Trained or retrained workforce members 

# Implemented periodic technical and nontechnical evaluations/risk analyses/penetration tests 

# Revised contracts with business partners, vendors, subcontractors, service providers 

# Changed business partners, vendors, subcontractors, service providers 

# Other (please describe): _______________________________________________________________________________

Credit Monitoring or Identity Theft Protection Services Offered? 

# Credit monitoring 
# Identity theft protection 

Duration:  

Provider:  

Briefly describe services:

Law Enforcement Agency Notified of Security Breach? 

" Yes 
" No 

Name of Agency:  

Contact Name and Number:  

Report Number (if applicable):  

On December 10, 2019, Wawa’s information security team discovered malware running on payment processing systems at potentially all Wawa locations beginning at different points in time after March 4, 2019 and ending on December 12, 2019.

Although the dates may vary and some Wawa locations may not have been affected at all, this malware was present on most store systems by approximately April 22, 2019. Wawa’s information security team identified this malware on December

10, 2019, and contained it by December 12, 2019. Wawa also immediately initiated an investigation, notified law enforcement and payment card companies, and engaged a leading external forensics firm to support its response efforts. Because of

the immediate steps Wawa took to contain this malware, Wawa believes that as of December 12, 2019, this malware no longer poses a risk to customers using payment cards at Wawa.

Based on Wawa’s investigation to date, this malware only affected payment card data, including credit and debit card numbers, expiration dates, and cardholder names on payment cards used at potentially all Wawa in-store payment terminals and

fuel dispensers beginning at different points in time after March 4, 2019 and ending on December 12, 2019. Most locations were affected as of April 22, 2019, and some locations may not have been affected at all. No other personal information

was accessed by this malware. Debit card PIN numbers, credit card CVV2 numbers, other PIN numbers, and driver’s license information captured to verify age-restricted purchases were not affected by this malware. The ATM cash machines in

Wawa stores were not affected by this incident. At this time, Wawa is not aware of any unauthorized use of any payment card information as a result of this incident.

Wawa continues to take steps to enhance the security of its systems. Wawa has arranged for a dedicated call center to answer customer questions quickly and is offering credit monitoring and identity theft protection without charge through

Experian to anyone whose information may have been involved. At this time, Wawa is not able to determine the number of Delaware residents who may be affected by this incident. Further information about what Wawa has done and what it is

recommending to potentially impacted customers can be found in the enclosed notice materials that Wawa is posting on its website.

See notice.

One year

Experian

Credit monitoring, identity restoration, and identity theft insurance

Federal Bureau of Investigation

Philadelphia Field Office, 215-418-4000; New York Field Office, 212-384-1000

Submit Form
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9PL] JLbL 8`^_ZXP]^&

6_ JLbL& _SP [PZ[WP bSZ NZXP _S]Z`RS Z`] OZZ]^ PaP]d OLd L]P YZ_ U`^_ N`^_ZXP]^& dZ` L]P Z`]
Q]TPYO^ LYO YPTRSMZ]^& LYO YZ_STYR T^ XZ]P TX[Z]_LY_ _SLY SZYZ]TYR LYO []Z_PN_TYR dZ`] _]`^_(

GZOLd& > LX aP]d ^Z]]d _Z ^SL]P bT_S dZ` _SL_ JLbL SL^ Pc[P]TPYNPO L OL_L ^PN`]T_d TYNTOPY_( C`]

TYQZ]XL_TZY ^PN`]T_d _PLX OT^NZaP]PO XLWbL]P ZY JLbL [LdXPY_ []ZNP^^TYR ^P]aP]^ ZY 9PNPXMP]

+*& ,*+3& LYO NZY_LTYPO T_ Md 9PNPXMP] +,& ,*+3( GST^ XLWbL]P LQQPN_PO N`^_ZXP] [LdXPY_ NL]O

TYQZ]XL_TZY `^PO L_ [Z_PY_TLWWd LWW JLbL WZNL_TZY^ MPRTYYTYR L_ OTQQP]PY_ [ZTY_^ TY _TXP LQ_P] AL]NS

.& ,*+3 LYO `Y_TW T_ bL^ NZY_LTYPO( 6_ _ST^ _TXP& bP MPWTPaP _ST^ XLWbL]P YZ WZYRP] [Z^P^ L ]T^V _Z

JLbL N`^_ZXP]^ `^TYR [LdXPY_ NL]O^ L_ JLbL& LYO _ST^ XLWbL]P YPaP] [Z^PO L ]T^V _Z Z`] 6GA

NL^S XLNSTYP^( > bLY_ _Z ]PL^^`]P dZ` _SL_ dZ` bTWW YZ_ MP ]P^[ZY^TMWP QZ] LYd Q]L`O`WPY_ NSL]RP^

ZY dZ`] [LdXPY_ NL]O^ ]PWL_PO _Z _ST^ TYNTOPY_& L^ OP^N]TMPO TY _SP OP_LTWPO TYQZ]XL_TZY MPWZb(

DWPL^P ]PaTPb _ST^ PY_T]P WP__P] NL]PQ`WWd _Z WPL]Y LMZ`_ _SP ]P^Z`]NP^ JLbL T^ []ZaTOTYR LYO _SP

^_P[^ dZ` ^SZ`WO _LVP YZb _Z []Z_PN_ dZ`] TYQZ]XL_TZY(

> L[ZWZRTeP OPP[Wd _Z LWW ZQ dZ`& Z`] Q]TPYO^ LYO YPTRSMZ]^& QZ] _ST^ TYNTOPY_( KZ` L]P Xd _Z[

[]TZ]T_d LYO L]P N]T_TNLWWd TX[Z]_LY_ _Z LWW ZQ _SP YPL]Wd -1&*** L^^ZNTL_P^ L_ JLbL( JP _LVP _ST^

^[PNTLW ]PWL_TZY^ST[ bT_S dZ` LYO _SP []Z_PN_TZY ZQ dZ`] TYQZ]XL_TZY aP]d ^P]TZ`^Wd( > NLY L^^`]P

dZ` _SL_ _S]Z`RSZ`_ _ST^ []ZNP^^& PaP]dZYP L_ JLbL SL^ QZWWZbPO Z`] WZYR^_LYOTYR aLW`P^ LYO SL^

bZ]VPO \`TNVWd LYO OTWTRPY_Wd _Z LOO]P^^ _ST^ T^^`P LYO TYQZ]X Z`] N`^_ZXP]^ L^ \`TNVWd L^

[Z^^TMWP(
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7L^PO ZY Z`] TYaP^_TRL_TZY _Z OL_P& bP `YOP]^_LYO _SL_ L_ OTQQP]PY_ [ZTY_^ TY _TXP LQ_P] AL]NS .&

,*+3& XLWbL]P MPRLY ]`YYTYR ZY TY'^_Z]P [LdXPY_ []ZNP^^TYR ^d^_PX^ L_ [Z_PY_TLWWd LWW JLbL

WZNL_TZY^( 6W_SZ`RS _SP OL_P^ XLd aL]d LYO ^ZXP JLbL WZNL_TZY^ XLd YZ_ SLaP MPPY LQQPN_PO L_

LWW& _ST^ XLWbL]P bL^ []P^PY_ ZY XZ^_ ^_Z]P ^d^_PX^ Md L[[]ZcTXL_PWd 6[]TW ,,& ,*+3( C`]

TYQZ]XL_TZY ^PN`]T_d _PLX TOPY_TQTPO _ST^ XLWbL]P ZY 9PNPXMP] +*& ,*+3& LYO Md 9PNPXMP] +,&

,*+3& _SPd SLO MWZNVPO LYO NZY_LTYPO _ST^ XLWbL]P( JP LW^Z TXXPOTL_PWd TYT_TL_PO LY

TYaP^_TRL_TZY& YZ_TQTPO WLb PYQZ]NPXPY_ LYO [LdXPY_ NL]O NZX[LYTP^& LYO PYRLRPO L WPLOTYR

Pc_P]YLW QZ]PY^TN^ QT]X _Z ^`[[Z]_ Z`] ]P^[ZY^P PQQZ]_^( 7PNL`^P ZQ _SP TXXPOTL_P ^_P[^ bP _ZZV

LQ_P] OT^NZaP]TYR _ST^ XLWbL]P& bP MPWTPaP _SL_ L^ ZQ 9PNPXMP] +,& ,*+3& _ST^ XLWbL]P YZ WZYRP]

[Z^P^ L ]T^V _Z N`^_ZXP]^ `^TYR [LdXPY_ NL]O^ L_ JLbL(



,
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7L^PO ZY Z`] TYaP^_TRL_TZY _Z OL_P& _ST^ XLWbL]P LQQPN_PO [LdXPY_ NL]O TYQZ]XL_TZY& TYNW`OTYR

N]POT_ LYO OPMT_ NL]O Y`XMP]^& Pc[T]L_TZY OL_P^& LYO NL]OSZWOP] YLXP^ ZY [LdXPY_ NL]O^ `^PO L_

[Z_PY_TLWWd LWW JLbL TY'^_Z]P [LdXPY_ _P]XTYLW^ LYO Q`PW OT^[PY^P]^ MPRTYYTYR L_ OTQQP]PY_ [ZTY_^

TY _TXP LQ_P] AL]NS .& ,*+3 LYO PYOTYR ZY 9PNPXMP] +,& ,*+3( AZ^_ WZNL_TZY^ bP]P LQQPN_PO L^

ZQ 6[]TW ,,& ,*+3& SZbPaP]& ^ZXP WZNL_TZY^ XLd YZ_ SLaP MPPY LQQPN_PO L_ LWW( BZ Z_SP] [P]^ZYLW

TYQZ]XL_TZY bL^ LNNP^^PO Md _ST^ XLWbL]P( 9PMT_ NL]O D>B Y`XMP]^& N]POT_ NL]O 8II, Y`XMP]^

$_SP _S]PP Z] QZ`]'OTRT_ ^PN`]T_d NZOP []TY_PO ZY _SP NL]O%& Z_SP] D>B Y`XMP]^& LYO O]TaP]h^ WTNPY^P

TYQZ]XL_TZY `^PO _Z aP]TQd LRP']P^_]TN_PO [`]NSL^P^ bP]P YZ_ LQQPN_PO Md _ST^ XLWbL]P( >Q dZ` OTO

YZ_ `^P L [LdXPY_ NL]O L_ L JLbL TY'^_Z]P [LdXPY_ _P]XTYLW Z] Q`PW OT^[PY^P] O`]TYR _SP ]PWPaLY_

_TXP Q]LXP& dZ`] TYQZ]XL_TZY bL^ YZ_ LQQPN_PO Md _ST^ XLWbL]P( 6_ _ST^ _TXP& bP L]P YZ_ LbL]P ZQ

LYd `YL`_SZ]TePO `^P ZQ LYd [LdXPY_ NL]O TYQZ]XL_TZY L^ L ]P^`W_ ZQ _ST^ TYNTOPY_( GSP 6GA NL^S

XLNSTYP^ TY Z`] ^_Z]P^ bP]P YZ_ TYaZWaPO TY _ST^ TYNTOPY_(

=F?P =C +NC .LGKE

6^ ^ZZY L^ bP OT^NZaP]PO _ST^ XLWbL]P ZY 9PNPXMP] +*& ,*+3& bP _ZZV TXXPOTL_P ^_P[^ _Z NZY_LTY

T_& LYO Md 9PNPXMP] +,& ,*+3& bP SLO MWZNVPO LYO NZY_LTYPO T_( JP MPWTPaP _ST^ XLWbL]P YZ

WZYRP] [Z^P^ L ]T^V _Z N`^_ZXP]^ `^TYR [LdXPY_ NL]O^ L_ JLbL( 6^ TYOTNL_PO LMZaP& bP PYRLRPO

L WPLOTYR Pc_P]YLW QZ]PY^TN^ QT]X _Z NZYO`N_ LY TYaP^_TRL_TZY& bSTNS SL^ LWWZbPO `^ _Z []ZaTOP _SP

TYQZ]XL_TZY _SL_ bP L]P YZb LMWP _Z ^SL]P TY _ST^ WP__P]( JP L]P LW^Z bZ]VTYR bT_S WLb PYQZ]NPXPY_

_Z ^`[[Z]_ _SPT] ZYRZTYR N]TXTYLW TYaP^_TRL_TZY( JP NZY_TY`P _Z _LVP ^_P[^ _Z PYSLYNP _SP ^PN`]T_d

ZQ Z`] ^d^_PX^( JP SLaP LW^Z L]]LYRPO QZ] L OPOTNL_PO _ZWW'Q]PP NLWW NPY_P] $+'2..'-20'3//3% _Z

LY^bP] N`^_ZXP] \`P^_TZY^ LYO ZQQP] N]POT_ XZYT_Z]TYR LYO TOPY_T_d _SPQ_ []Z_PN_TZY bT_SZ`_ NSL]RP

_Z LYdZYP bSZ^P TYQZ]XL_TZY XLd SLaP MPPY TYaZWaPO& bSTNS dZ` NLY ^TRY `[ QZ] L^ OP^N]TMPO

MPWZb(
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8`^_ZXP]^ bSZ^P TYQZ]XL_TZY XLd SLaP MPPY TYaZWaPO ^SZ`WO NZY^TOP] _SP QZWWZbTYR

]PNZXXPYOL_TZY^& LWW ZQ bSTNS L]P RZZO OL_L ^PN`]T_d []PNL`_TZY^ TY RPYP]LW4

o EPaTPb KZ`] DLdXPY_ 8L]O 6NNZ`Y_ F_L_PXPY_^( JP PYNZ`]LRP dZ` _Z ]PXLTY aTRTWLY_ Md

]PaTPbTYR dZ`] [LdXPY_ NL]O LNNZ`Y_ ^_L_PXPY_^( >Q dZ` MPWTPaP _SP]P T^ LY `YL`_SZ]TePO

NSL]RP ZY dZ`] [LdXPY_ NL]O& [WPL^P YZ_TQd _SP ]PWPaLY_ [LdXPY_ NL]O NZX[LYd Md NLWWTYR

_SP Y`XMP] ZY _SP MLNV ZQ _SP NL]O( HYOP] QPOP]LW WLb LYO NL]O NZX[LYd ]`WP^& N`^_ZXP]^

bSZ YZ_TQd _SPT] [LdXPY_ NL]O NZX[LYd TY L _TXPWd XLYYP] `[ZY OT^NZaP]TYR Q]L`O`WPY_

NSL]RP^ bTWW YZ_ MP ]P^[ZY^TMWP QZ] _SZ^P NSL]RP^(

o EPRT^_P] QZ] >OPY_T_d D]Z_PN_TZY FP]aTNP^( JP SLaP L]]LYRPO bT_S :c[P]TLY _Z []ZaTOP

[Z_PY_TLWWd TX[LN_PO N`^_ZXP]^ bT_S ZYP dPL] ZQ TOPY_T_d _SPQ_ []Z_PN_TZY LYO N]POT_

XZYT_Z]TYR L_ YZ NSL]RP _Z dZ`( >YQZ]XL_TZY LMZ`_ _SP^P ^P]aTNP^ T^ LaLTWLMWP L_

bbb(bLbL(NZX)LWP]_^)OL_L'^PN`]T_d Z] NLWW _ZWW'Q]PP _Z +'2..'-20'3//3(



-

o C]OP] L 8]POT_ EP[Z]_( >Q dZ` PY]ZWW TY _SP :c[P]TLY ^P]aTNP $L_ _SP [SZYP Y`XMP] LMZaP%

bP L]P ZQQP]TYR& dZ` bTWW SLaP LNNP^^ _Z LN_TaT_d ZY dZ`] N]POT_ ]P[Z]_( >Y LOOT_TZY& TQ dZ`

L]P L H(F( ]P^TOPY_& dZ` L]P PY_T_WPO `YOP] H(F( WLb _Z ZYP Q]PP N]POT_ ]P[Z]_ LYY`LWWd Q]ZX

PLNS ZQ _SP _S]PP YL_TZYbTOP NZY^`XP] ]P[Z]_TYR LRPYNTP^( GZ Z]OP] dZ`] Q]PP N]POT_ ]P[Z]_&

aT^T_ bbb(LYY`LWN]POT_]P[Z]_(NZX Z] NLWW _ZWW'Q]PP L_ +'211'-,,'2,,2(

o EPaTPb _SP EPQP]PYNP <`TOP( GSP EPQP]PYNP <`TOP MPWZb []ZaTOP^ LOOT_TZYLW ]P^Z`]NP^

ZY _SP []Z_PN_TZY ZQ [P]^ZYLW TYQZ]XL_TZY(

0LN 5LNC 3KDLNJ?PGLK

>Q dZ` SLaP LYd \`P^_TZY^ LMZ`_ _ST^ T^^`P Z] PY]ZWWTYR TY _SP N]POT_ XZYT_Z]TYR ^P]aTNP^ bP L]P

ZQQP]TYR L_ YZ NSL]RP _Z dZ`& [WPL^P NLWW Z`] OPOTNL_PO :c[P]TLY ]P^[ZY^P [SZYP WTYP L_ +'2..'-20'

3//3( >_ T^ Z[PY AZYOLd ' ;]TOLd& MP_bPPY 34** LX LYO 34** [X :L^_P]Y GTXP& Z] FL_`]OLd LYO

F`YOLd& MP_bPPY ++4** LX LYO 24** [X :L^_P]Y GTXP& PcNW`OTYR SZWTOLd^ $bSTNS TYNW`OP

9PNPXMP] ,.& 9PNPXMP] ,/& 9PNPXMP] -+& ?LY`L]d +& LYO ?LY`L]d ,*%(

6WZYR bT_S _SP YPL]Wd -1&*** JLbL L^^ZNTL_P^ TY LWW ZQ Z`] NZXX`YT_TP^& bP ]PXLTY OPOTNL_PO _Z

^P]aTYR dZ` PaP]d OLd LYO MPTYR bZ]_Sd ZQ dZ`] NZY_TY`PO _]`^_(

FTYNP]PWd&

8S]T^ <SPd^PY^

8:C
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>Y _SP PaPY_ _SL_ dZ` ^`^[PN_ _SL_ dZ` L]P L aTN_TX ZQ TOPY_T_d _SPQ_& bP PYNZ`]LRP dZ` _Z ]PXLTY

aTRTWLY_ LYO NZY^TOP] _LVTYR _SP QZWWZbTYR ^_P[^4

7NBCN >LQN 0NCC -NCBGP 9CMLNP$ GZ Z]OP] dZ`] Q]PP N]POT_ ]P[Z]_& aT^T_

bbb(LYY`LWN]POT_]P[Z]_(NZX& NLWW _ZWW'Q]PP L_ +'211'-,,'2,,2& Z] NZX[WP_P _SP 6YY`LW 8]POT_

EP[Z]_ EP\`P^_ ;Z]X ZY _SP H(F( ;POP]LW G]LOP 8ZXXT^^TZYh^ bPM^T_P L_ bbb(Q_N(RZa LYO XLTW

T_ _Z 6YY`LW 8]POT_ EP[Z]_ EP\`P^_ FP]aTNP& D(C( 7Zc +*/,2+& 6_WLY_L& <6 -*-.2'/,2+( 9Z YZ_

NZY_LN_ _SP _S]PP N]POT_ M`]PL`^ TYOTaTO`LWWd5 _SPd []ZaTOP dZ`] Q]PP ]P[Z]_ ZYWd _S]Z`RS _SP bPM^T_P

Z] _ZWW'Q]PP Y`XMP](

JSPY dZ` ]PNPTaP dZ`] N]POT_ ]P[Z]_& ]PaTPb _SP PY_T]P ]P[Z]_ NL]PQ`WWd( @ZZV QZ] LYd TYLNN`]LNTP^

LYO)Z] LNNZ`Y_^ dZ` OZYh_ ]PNZRYTeP& LYO YZ_TQd _SP N]POT_ M`]PL`^ L^ ^ZZY L^ [Z^^TMWP TY _SP PaPY_

_SP]P L]P LYd(

KZ` SLaP ]TRS_^ `YOP] _SP QPOP]LW ;LT] 8]POT_ EP[Z]_TYR 6N_ $f;8E6g%( GSP^P TYNW`OP& LXZYR

Z_SP]^& _SP ]TRS_ _Z VYZb bSL_ T^ TY dZ`] QTWP5 _Z OT^[`_P TYNZX[WP_P Z] TYLNN`]L_P TYQZ]XL_TZY5 LYO

_Z SLaP NZY^`XP] ]P[Z]_TYR LRPYNTP^ NZ]]PN_ Z] OPWP_P TYLNN`]L_P& TYNZX[WP_P& Z] `YaP]TQTLMWP

TYQZ]XL_TZY( ;Z] XZ]P TYQZ]XL_TZY LMZ`_ _SP ;8E6& [WPL^P aT^T_

S__[^4))bbb(NZY^`XP](Q_N(RZa)L]_TNWP^)[OQ'**30'QLT]'N]POT_']P[Z]_TYR'LN_([OQ Z] bbb(Q_N(RZa(

8I?AC ? 0N?QB +ICNP LK >LQN -NCBGP 0GIC) GZ []Z_PN_ dZ`]^PWQ Q]ZX [Z^^TMWP TOPY_T_d _SPQ_&

NZY^TOP] [WLNTYR L Q]L`O LWP]_ ZY dZ`] N]POT_ QTWP( 6 Q]L`O LWP]_ SPW[^ []Z_PN_ dZ` LRLTY^_ _SP

[Z^^TMTWT_d ZQ LY TOPY_T_d _STPQ Z[PYTYR YPb N]POT_ LNNZ`Y_^ TY dZ`] YLXP( JSPY L XP]NSLY_ NSPNV^

_SP N]POT_ ST^_Z]d ZQ ^ZXPZYP L[[WdTYR QZ] N]POT_& _SP XP]NSLY_ RP_^ L YZ_TNP _SL_ _SP L[[WTNLY_ XLd

MP L aTN_TX ZQ TOPY_T_d _SPQ_( GSP LWP]_ YZ_TQTP^ _SP XP]NSLY_ _Z _LVP ^_P[^ _Z aP]TQd _SP TOPY_T_d ZQ

_SP L[[WTNLY_( KZ` NLY ]P[Z]_ [Z_PY_TLW TOPY_T_d _SPQ_ _Z LWW _S]PP ZQ _SP XLUZ] N]POT_ M`]PL`^ Md

NLWWTYR LYd ZYP ZQ _SP _ZWW'Q]PP Q]L`O Y`XMP]^ MPWZb( KZ` bTWW ]PLNS LY L`_ZXL_PO _PWP[SZYP

^d^_PX _SL_ LWWZb^ dZ` _Z QWLR dZ`] QTWP bT_S L Q]L`O LWP]_ L_ LWW _S]PP M`]PL`^(

:\`TQLc D(C( 7Zc 1.*,.+ +'2**'/,/'0,2/ bbb(P\`TQLc(NZX
6_WLY_L& <PZ]RTL -*-1.'*,.+

:c[P]TLY D(C( 7Zc 3/-, +'222'-31'-1., bbb(Pc[P]TLY(NZX

6WWPY& GPcL^ 1/*+-

G]LY^HYTZY ;]L`O ITN_TX 6^^T^_LYNP 9TaT^TZY +'2**'02*'1,23 bbb(_]LY^`YTZY(NZX

D(C( 7Zc ,***
8SP^_P]& DPYY^dWaLYTL +3*+0

8I?AC ? :CAQNGPT 0NCCUC LK >LQN -NCBGP 0GIC$ KZ` SLaP _SP ]TRS_ _Z [WLNP L f^PN`]T_d Q]PPePg ZY

dZ`] N]POT_ QTWP( 6 ^PN`]T_d Q]PPeP RPYP]LWWd bTWW []PaPY_ N]POT_Z]^ Q]ZX LNNP^^TYR dZ`] N]POT_ QTWP

L_ _SP _S]PP YL_TZYbTOP N]POT_ M`]PL`^ bT_SZ`_ dZ`] NZY^PY_( KZ` NLY ]P\`P^_ L ^PN`]T_d Q]PPeP Q]PP

ZQ NSL]RP Md NZY_LN_TYR _SP N]POT_ M`]PL`^ L_4



/

:\`TQLc D(C( 7Zc 1.*,.+bbb(P\`TQLc(NZX

6_WLY_L& <PZ]RTL -*-1.'*,.+

:c[P]TLY D(C( 7Zc 3//.bbb(Pc[P]TLY(NZX

6WWPY& GPcL^ 1/*+-

G]LY^HYTZY ;]L`O ITN_TX 6^^T^_LYNP 9TaT^TZYbbb(_]LY^`YTZY(NZX
D(C( 7Zc ,***
8SP^_P]& DPYY^dWaLYTL +3*+0

GSP N]POT_ M`]PL`^ XLd ]P\`T]P _SL_ dZ` []ZaTOP []Z[P] TOPY_TQTNL_TZY []TZ] _Z SZYZ]TYR dZ`]

]P\`P^_( >Y Z]OP] _Z ]P\`P^_ L ^PN`]T_d Q]PPeP& dZ` bTWW YPPO _Z []ZaTOP _SP QZWWZbTYR TYQZ]XL_TZY4

52 KZ`] Q`WW YLXP $TYNW`OTYR XTOOWP TYT_TLW L^ bPWW L^ ?](& F](& >>& >>>& P_N(%

62 FZNTLW FPN`]T_d Y`XMP]

72 9L_P ZQ MT]_S

82 >Q dZ` SLaP XZaPO TY _SP [L^_ QTaP $/% dPL]^& []ZaTOP _SP LOO]P^^P^ bSP]P dZ` SLaP WTaPO ZaP]

_SP []TZ] QTaP dPL]^

92 D]ZZQ ZQ N`]]PY_ LOO]P^^& ^`NS L^ L N`]]PY_ `_TWT_d MTWW Z] _PWP[SZYP MTWW

:2 6 WPRTMWP [SZ_ZNZ[d ZQ L RZaP]YXPY_ T^^`PO TOPY_TQTNL_TZY NL]O $^_L_P O]TaP]h^ WTNPY^P Z] >9

NL]O& XTWT_L]d TOPY_TQTNL_TZY& P_N(%

;2 >Q dZ` L]P L aTN_TX ZQ TOPY_T_d _SPQ_& TYNW`OP L NZ[d ZQ PT_SP] _SP [ZWTNP ]P[Z]_& TYaP^_TRL_TaP

]P[Z]_& Z] NZX[WLTY_ _Z WLb PYQZ]NPXPY_ LRPYNd NZYNP]YTYR TOPY_T_d _SPQ_

DWLNTYR L ^PN`]T_d Q]PPeP ZY dZ`] N]POT_ QTWP XLd OPWLd& TY_P]QP]P bT_S& Z] []PaPY_ _TXPWd L[[]ZaLW

ZQ LYd ]P\`P^_^ dZ` XLVP QZ] N]POT_& WZLY^& PX[WZdXPY_& SZ`^TYR Z] Z_SP] ^P]aTNP^( ;Z] XZ]P

TYQZ]XL_TZY ]PRL]OTYR N]POT_ Q]PPeP^& [WPL^P NZY_LN_ _SP N]POT_ ]P[Z]_TYR LRPYNTP^ OT]PN_Wd(

-LKP?AP PFC <$:$ 0CBCN?I ;N?BC -LJJGOOGLK( >Q dZ` OP_PN_ LYd TYNTOPY_ ZQ TOPY_T_d _SPQ_ Z]

Q]L`O& []ZX[_Wd ]P[Z]_ _SP TYNTOPY_ _Z dZ`] WZNLW WLb PYQZ]NPXPY_ L`_SZ]T_TP^& dZ`] ^_L_P 6__Z]YPd

<PYP]LW& LYO _SP ;POP]LW G]LOP 8ZXXT^^TZY $f;G8g%( >Q dZ` MPWTPaP dZ`] TOPY_T_d SL^ MPPY

^_ZWPY& _SP ;G8 ]PNZXXPYO^ _SL_ dZ` _LVP _SP^P LOOT_TZYLW ^_P[^(

� 8WZ^P _SP LNNZ`Y_^ _SL_ dZ` SLaP NZYQT]XPO Z] MPWTPaP SLaP MPPY _LX[P]PO bT_S Z]

Z[PYPO Q]L`O`WPY_Wd( H^P _SP ;G8h^ >9 GSPQ_ 6QQTOLaT_ $LaLTWLMWP L_

bbb(Q_N(RZa)TO_SPQ_% bSPY dZ` OT^[`_P YPb `YL`_SZ]TePO LNNZ`Y_^(

� ;TWP L WZNLW [ZWTNP ]P[Z]_( CM_LTY L NZ[d ZQ _SP [ZWTNP ]P[Z]_ LYO ^`MXT_ T_ _Z dZ`]

N]POT_Z]^ LYO LYd Z_SP]^ _SL_ XLd ]P\`T]P []ZZQ ZQ _SP TOPY_T_d _SPQ_ N]TXP(

KZ` NLY WPL]Y XZ]P LMZ`_ SZb _Z []Z_PN_ dZ`]^PWQ Q]ZX MPNZXTYR LY TOPY_T_d _SPQ_ aTN_TX

$TYNW`OTYR SZb _Z [WLNP L Q]L`O LWP]_ Z] ^PN`]T_d Q]PPeP% Md NZY_LN_TYR _SP ;G84

;POP]LW G]LOP 8ZXXT^^TZY

8ZY^`XP] EP^[ZY^P 8PY_P]

0** DPYY^dWaLYTL 6aPY`P& BJ

JL^STYR_ZY& 98 ,*/2*



0

+'211'>9G=:;G $.-2'.--2%

bbb(Q_N(RZa)TO_SPQ_

0LN 3LS? 9COGBCKPO) F_L_P WLb LOaT^P^ dZ` _Z ]P[Z]_ LYd ^`^[PN_PO TOPY_T_d _SPQ_ _Z WLb

PYQZ]NPXPY_ Z] _Z _SP 6__Z]YPd <PYP]LW(

0LN 5?NTI?KB 9COGBCKPO) KZ` NLY ZM_LTY TYQZ]XL_TZY Q]ZX _SP AL]dWLYO CQQTNP ZQ _SP 6__Z]YPd

<PYP]LW LMZ`_ ^_P[^ dZ` NLY _LVP _Z SPW[ []PaPY_ TOPY_T_d _SPQ_( KZ` NLY NZY_LN_ _SP AL]dWLYO

6__Z]YPd <PYP]LW L_4 ,** F_( DL`W DWLNP& 7LW_TXZ]P& A9 ,+,*,& 222'1.-'**,-&

bbb(ZLR(^_L_P(XO(`^

0LN 5?OO?AFQOCPPO 9COGBCKPO) KZ` SLaP L ]TRS_ _Z ]P\`P^_ Q]ZX `^ L NZ[d ZQ LYd [ZWTNP ]P[Z]_

QTWPO TY NZYYPN_TZY bT_S _ST^ TYNTOPY_( >Q dZ` L]P _SP aTN_TX ZQ TOPY_T_d _SPQ_& dZ` LW^Z SLaP _SP ]TRS_

_Z QTWP L [ZWTNP ]P[Z]_ LYO ZM_LTY L NZ[d ZQ T_( 6^ YZ_PO LMZaP& dZ` LW^Z SLaP _SP ]TRS_ _Z [WLNP L

^PN`]T_d Q]PPeP ZY dZ`] N]POT_ ]P[Z]_ L_ YZ NSL]RP(

0LN 6CS >LNH 9COGBCKPO) KZ` XLd LW^Z NZY_LN_ _SP QZWWZbTYR ^_L_P LRPYNTP^ QZ] TYQZ]XL_TZY

]PRL]OTYR ^PN`]T_d M]PLNS ]P^[ZY^P LYO TOPY_T_d _SPQ_ []PaPY_TZY LYO []Z_PN_TZY TYQZ]XL_TZY4

BPb KZ]V 6__Z]YPd <PYP]LWh^ CQQTNP

7`]PL` ZQ >Y_P]YP_ LYO GPNSYZWZRd

$,+,% .+0'2.--

S__[^4))LR(Yd(RZa)TY_P]YP_)]P^Z`]NP'NPY_P]

BKF 9P[L]_XPY_ ZQ F_L_P#^ 9TaT^TZY ZQ

8ZY^`XP] D]Z_PN_TZY

$2**% 031'+,,*

S__[^4))bbb(OZ^(Yd(RZa)NZY^`XP][]Z_PN_T

ZY

0LN 6LNPF -?NLIGK? 9COGBCKPO) KZ` NLY ZM_LTY TYQZ]XL_TZY Q]ZX _SP ;POP]LW G]LOP 8ZXXT^^TZY

LYO _SP BZ]_S 8L]ZWTYL CQQTNP ZQ _SP 6__Z]YPd <PYP]LW LMZ`_ ^_P[^ dZ` NLY _LVP _Z SPW[ []PaPY_

TOPY_T_d _SPQ_( KZ` NLY NZY_LN_ _SP BZ]_S 8L]ZWTYL 6__Z]YPd <PYP]LW L_4 3**+ ALTW FP]aTNP 8PY_P]&

ELWPTRS& B8 ,1033& +'211'/00'1,,0& bbb(YNOZU(RZa

0LN 7NCELK 9COGBCKPO) F_L_P WLb^ LOaT^P dZ` _Z ]P[Z]_ LYd ^`^[PN_PO TOPY_T_d _SPQ_ _Z WLb

PYQZ]NPXPY_& L^ bPWW L^ _SP ;POP]LW G]LOP 8ZXXT^^TZY( KZ` NLY NZY_LN_ _SP C]PRZY 6__Z]YPd

<PYP]LW L_4 C]PRZY 9P[L]_XPY_ ZQ ?`^_TNP& ++0, 8Z`]_ F_]PP_ B:& FLWPX& CE 31-*+'.*30& $211%

211'3-3,& bbb(OZU(^_L_P(Z](`^

0LN 9FLBC 3OI?KB 9COGBCKPO) KZ` NLY ZM_LTY TYQZ]XL_TZY Q]ZX _SP ESZOP >^WLYO CQQTNP ZQ _SP

6__Z]YPd <PYP]LW LMZ`_ ^_P[^ dZ` NLY _LVP _Z SPW[ []PaPY_ TOPY_T_d _SPQ_( KZ` NLY NZY_LN_ _SP

ESZOP >^WLYO 6__Z]YPd <PYP]LW L_4 +/* FZ`_S ALTY F_]PP_& D]ZaTOPYNP& E> *,3*-& $.*+% ,1.'..**&

bbb(]TLR(]T(RZa( 6^ YZ_PO LMZaP& dZ` SLaP _SP ]TRS_ _Z [WLNP L ^PN`]T_d Q]PPeP ZY dZ`] N]POT_

]P[Z]_ L_ YZ NSL]RP& M`_ YZ_P _SL_ NZY^`XP] ]P[Z]_TYR LRPYNTP^ XLd NSL]RP QPP^ QZ] Z_SP] ^P]aTNP^(


